RAP Setup mit OVC

Erstellen von 2 SSIDs in unterschiedlichen VLANs und Konfiguration der
Downlink-Ports an AP1201H.

Ziel: Verwenden von unterschiedlichen VLANs an AP1201H im RAP Mode.

1. Erstellen der SSIDs mit unterschiedlichen Tunnel-Profilen
1.1 Anlegen der Data VPN Servers Profile
e Wechseln in das Men(: DATA VPN SERVERS (Ab OVC 4.5.1):

e # Home & mis-alex = 'y Support Center ™ Videos ® About ® Logout
Alcatel-Lucent @ (T T AR

Enterprise 55iDs~ APs» ANALYTIGS~ (CLENTS~ GUEST/BYOD~  AUTHENTICATION~ POLCES~ RF~ SECURMTY~ ALARMS/LOGS~  ADMINISTRATION ~

Learn More

Global WLAN ADVZ  |NVENTORY TOPOLOGY VLANs | CONFIGURATIONMANAGER | SSH/TELNET | HEATMAP | FLOORPLAN | LOCATIONSERVICE | DATA VPN SERVERS
Device Catalos ALE-Office- VLANs | Confisuration Manaser Home Terminal Floor Plan List
AP List Foland Site Backup/Restore oox

Application Flow Count | z
ALSO-ANW Site

App) ¥ otatitics AP Groups Summary View
Manazed Devices Anand-Home Site
\ corts AP Group-Alex-DE
j \ Links 0 used out of 40

Device Troubleshooting

Settings 0 used out of 40

' ™ ‘— T EXDrETTYI ays AUSETOUTOTAT T

Stellar APs:

Config More More More More More

e Erstellen von 2 DATA VPN SERVERS Profilen:

# Home > APS > Data VPN Servers

Data VPN Servers

Q Search al

\'3'.'." ing All 3 items

[+ ]
e Erstellen des VPN Server Profils fir Data-VPN 1:

Add New Server

) Inglicates 2 required fisld

Name RAP-Data-VPN-1

Description Data VPN Tunnel 1 - VLAN 240

Server's Public IP £8.99.111.222/27 Server's port | 51821 ‘ v oA |
Servers VPN IP 192.168210.1 1P flip WikeGuandr Tunnel:EndpunktaufiRAR VAT

Vkeine, physikalische IR aufiRAR VA !|
Client VPN IP Address Pool

@ IP Range O shorthand Mask

- 192 168.210.254
IRAdress-Bereich fiir RAPs. IPs,werden automatisch vergeben!|

LLAUL SUL]

Starting IP Address 152.168.210.10

subnet Mask 255.255.2550
Encryption Keys

Server's Public Key Automatically Generate

Server's Private Key Automatically Generate
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e Erstellen des VPN Server Profils fur Data VPN 2:

Add New Server

[ Inglcates 2 requirs fisid

Name RAP-Dat3-VPN-2

Description Data YPN Tunnel 2 - YLAN 241

andere) Subnetzmaske ( zusatzlicher WG E-’gn‘t;/’
server's Public IP 88.99.111.222/28 Server's Port | 51822 ‘ v oA |
Servers VPN IP 1921682111
Client VPN IP Address Pool
@ IP Range O shorthand Mask
starting IP Address 192.168.211.10 - 192.168.211.10

Subnet Mask 255.255.255.0
Encryption Keys

Server's Public Key Automatically Generate

Server's Private Key Automatically Generate

Zwei Data VPN Servers Profile mit unterschiedlichen WG Ports mit Verweis auf die gleiche 6ffentliche
IP-Adresse:

# Home > APs > Daia VPN Servers

Data VPN Servers

S

Descrintion Server's Public IP Server's VPN IP Server's Port
|
- - m - m -
| RAP-Dat=-VEN-1 Dats VPN Tunnal 1 - VLAN 240 8898111.222/27 1921682101 51821
| RAP-Datz-VPN-2 Dtz VPN Tunnel 2 - VLAN 241 8892111222128 1321682111 51822
Show| 1000 - Showing Pase 1 of 1 1

e Erstellen der AP-Gruppe fiir RAP:

INVENTORY & Home > APS wentory > AP Groups

Device Catalog AP Group

AP LisT

S

AP Groups
- Create New Group
Device

Troubleshooting
Managed Inventory

General

1) Ingicates 3 requirea fiein

“Group Name AP-Group-RAP

Group Description

AUTO-Group VLANS

*RF Profile default profile -

Timezone (UTC+01:00)Amsterdam,Berlin,Bern,Rome stockholm,vienna -

paylight Saving Time (I )

Data VPN Setting

Dafa VPN Server(s) | RAP-Dafa-VEN-1 RAP-D3Ta-VPN-2 ‘ -

auswahlen der; 2:VPN/DATA SERVERS, Profile,

[ o Lo o’
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1.2 Erstellen der SSIDs
e Wechseln in das SSID Menii:

# Home & admin - 4  7Help W Videos

55lDs~ APs~= ANALYTIS~ (LIENTS~ GUEST/BYOD~  AUTHENTICATION~  POLIOES~ RF~ SECURITY -  ALARMS/LOGS~  ADMINISTRATION ~

SsSIDs ‘ WLAN Service (Expert)

e Erstellen einer SSID Uber:

SsIDs
pd
-

Selected O items | Total is 19 items

e Name der ESSID und Verwendungszweck (z.B. PSK):

Create SSID

) Inaicates 3 requirea gl

“551D Service Name Stellar RAP Home VLAN 240 b
“ssID Stellar RAP 551D 1 *_
Usage Protected Network (Pre-Shared Key & an optional Captive Portal) -

Do you want users to go

through a Captive Portal? l

What conventions are followed when creating related configurations ?
e Auswahlen des Untagged VLANs und VPN Servers Profils:

551D Service Name Stellar RAP Home WVLAN 240

S50 Stellar RAP 551D 1

Usage Protected Network (Pre-Shared Key & an optional Captive Partal)
Security Level Personal

Guest Portal No

Allowed Band All -
Encryption Type WPAS_PSK_SAE_AES -
‘Fassw{)rd LOLTTRT TRy

“Confirm Password e e

Device Specific PSK Disabled -

Authentication Strategy

MAC Authentication

Default VLAN/Network

@ Configure Access Role Attributes C} Choose Existing Access Role Profile

VLAN(S) Untagaed VLAN © f +

Use Turinel

Config Tunnel

“Tunnel 1D /

“CRE Tunnel Server IP Address/Data RAP-Data-VPN-1 (192.168.210.1)

VPN Server

Support of Entropy = Allow Local Breakout
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e Ausrollen auf die AP-Gruppe fiir RAP:

SSID Service Name Stellar RAP Home VLAN 240 -

5SID Stellar RAP 551D 1
AP Group(s) == 1 sciccted AP Groupis)

+| Set same schedule for all selected AP Groups | Edit Schedule & (1

[

I AP-Croup-RAP

“\

Show | 1000 - Showinz Paze 1 of 1 1

e Wiederholen der Schritte 1.3.3 bis 1.3.5 ftir SSID 2!

2. Zuweisen der VLANSs auf die Downlink-Ports des AP1201H

2.1 Ausrollen von Access Auth Profiles auf die Downlink-Ports
e Wechseln in das Menl WLAN Service (Expert):

55l0s~ APs~ ANALYTHGS - OUENTS~ GUEST/BYOD~  AUTHENTICATION~  POLIOES~ RF~

SSIDs WLAN Service (Expert)

e Wechseln in das Untermeni Access Auth Profile und anlegen eines Profils (ohne

Authentifizierung)
e Erstellen des Access Auth Profils fiir z.B. VLAN 240:
< TEMPLATE # Home > Policies > Unified Profile > Template > Access Auth Profile
Access Auth Profile 2
Access Auth Profile
WLAN service -
(Expert) Create Access Auth Profile no Highlight -
Access Role Profile s s rmauranes
| * Profile Name Access AUth Profile VLAN 240 I
AAA server Profile
Default Settings
Access Polidies
Access Classification AAA Server Profile -
Customer Domain Port-Bounce
SPB Profile MAC Auth
Far End IP
3 . 802.1X Auth
Static service
'VXLAN Profile Customer Domain ID select -

Tunnel Profile

Global configuration

No Auth/Failure/Alternate

Trust Tag

Access Classification

I Default Access Role Profile __stellar RAP HOme VLAN 240 I ‘ - ‘

802.1X Authentication
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e Ubertragen des Profils auf die AP-Gruppe:

#Home @&misalex & 4 SupportCenter WMVideos @About & Logout

WLAN e
Alcatel-Lucent @ &3 GET PAID ACCOUNT
Enterprise SSDs-  APs~ ANALYTIS~ CLENTS~ GUES/BYOD- AUTHENTICATION- POLCES~ RF- SECURITY~  ALARMS/LOGS~  ADMINISTRATION~

Learn More

> Actess Auth Profile

< TEMPLATE # Home > Policies > Unified Profile > Template

Access Auth Profile T i i ol e o D
WLAN service

(Expern) Access Auth Profile Hide Details >

m L ot i m n ProfileName  Access Auth Profile VLAN 240
Access Role Profile cearch
AAA Server Profile - Default Settings

Access Auth Profile

[ Profiie Name 4 AAA Server Profile Fort-Bounce MAC Autl
- AAA server Profile
Access Policies [] AAP-RAP-Alex-1 AR Server_Profile_Alex Disable Enabl *
Access Classification Port-Bounce  Disable
[[] AAP-RAP-Alex-2 AAA_Server_Profile_Alex Diszble Diszbl

- MACAUth  Disable
st Domsin |Access Auth Profile VLAN 240

SPB Profile [[] Access Auth Profile VLAN 241 Disable Disabl 8021XAuth  Disable
Far End 1P 0O StellarAP_access Enable Enabl Customer Domain D ©
Static Service

[] flowClassification Disable Disabl
VKLAN Profile
TR TR ] flowpotix flowDot1x Disable Disabl No Auth/Failure/Alternate

4 »
Global Configuration show. showing All 10 rows e

e Auswaéhlen des/der Ports fir z.B. VLAN 240:

Access Auth Profile Assignments

Access Auth Profile  Access Auth Profile VLAN 240

only gevices had been applied with Access Role Profiles of __Stellar RAP Home VLAN 240 will be shown
Access Role Profile

AAA Server Profile N
Devices

Access Policies 0 Devices m 1 AP Group

Access Classification

-

List of Selected AP Groups
Customer Domain P—

sPB Profile

Name

Far End IP
Static service AP-Group-RAP

VXLAN Profile Eth1 Ethz  [# Etn3

Tunnel Profile ,

Global Configuration

Show | 1000 - Showing Page 1 of 1 1

—

Wiederholen der o.a. Schritte fiir weitere VLANs und ausrollen auf die Downlinkports des AP1201H

Zusammenfassung:

Mit dieser Konfigurationsanleitung wird das Ausrollen von SSIDs und VLANs auf
die Downlinkports im RAP_Modus beschrieben. Im Beispiel wird der Stellar
AP1201H verwendet.

Systemvoraussetzung:

OmniVista Cirrus: Release 4.5.1 oder neuer
Stellar WLAN: AWOS 4.0.0.42 oder neuer
Access Point: Stellar AP1201H
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